
Toward DAML-based Policy Enforcement for Semantic 
Data Transformation and Filtering in Multi-agent Systems 
Niranjan Suri, Jeffrey Bradshaw, Mark Burstein, Andrzej Uszok, Brett Benyo, Maggie Breedy, 

Marco Carvalho, David Diller, Paul Groth, Renia Jeffers, Matt Johnson, Shri Kulkarni, James Lott 
 

Institute for Human & Machine Cognition 
University of West Florida 

40 S. Alcaniz St., Pensacola, FL 32501 
++1-850-202-4462 

{nsuri,jbradshaw,auszok,mbreedy, 
mcarvalho,pgroth,rjeffers,mjohnson, 

skulkarni,jlott}@ai.uwf.edu 

 
BBN Technologies 

10 Moulton St., Cambridge, MA 02138 
++1-617-873-3861 

{burstein,bbenyo,ddiller}@bbn.com

 

1. INTRODUCTION 
Software agents have been proposed as a solution to integrate 
existing heterogeneous and stovepiped information systems. 
These capabilities extend agent autonomy to encompass 
communication and information exchange. However, in sensitive 
or critical application areas such as the military or competitive 
business environments involving proprietary information this kind 
of transparent interoperability raises concerns about the nature of 
the information being exchanged. 
This paper describes an approach to provide runtime policy-based 
control over information exchange. Two different control 
mechanisms are discussed: semantic (content-based) filtering of 
messages as well as in-stream transformation of messages. Both 
of these control mechanisms are driven by policies at run-time. 
These mechanisms allow a far more fine-grained control over 
dynamic and autonomous agent interactions. With such an 
approach, we hope to increase the confidence with which system 
designers will adopt agent-based approaches to building dynamic, 
heterogeneous systems. 
A companion paper [1] provides more details about the 
underlying KAoS policy and domain services and the NOMADS 
mobile agent system as well as the DAML-based representation 
of policies. The Coalition Agents Experiment (CoAX) which 
provided the testbed for this work is described in [2]. 

2. SEMANTIC FILTERING BASED ON 
MESSAGE TYPES 
In some situations, restricting agent communication based solely 
on attributes of the sending or receiving agent may be a too coarse 
grained form of control. Often, the content of the communication 
contains the critical features for determining if and how to filter 
the communication. Using DAML, we present a system for 
specifying and enforcing a semantic content filter. This system 
requires no modification of source code, allowing content filters 
to be dynamically defined during run-time. 

In our approach, a DAML ontology is used to describe the 
possible outgoing message contents. This information is available 
as part of the DAML-S service description for each agent. The 
approach to specification of message filters we adopted enables a 
KAoS domain system administrator to specify or define a 
subclass of the most general allowed class of input or output 
messages that will be permitted to be sent or received by some 
class of agents. 
For each content filter, a GUI is dynamically generated that lets 
the system administrator build up a specialized class definition 
that will be used as a filter by comparing it to each message being 
sent between the classes of agents covered by the policy. If the 
message is subsumed by this class, then the message is permitted 
to be sent or received in the case of a positive authorization 
policy, or blocked in the case of a negative authorization policy.  
KPAT, our policy administration tool, provides an interface by 
which a system administrator can specify policies for interactions 
based on the properties of services and agents discovered 
dynamically at run-time. For the content filtering policies, the 
properties of the DAML class representing the output of each 
service are shown to the administrator in a dynamically generated 
GUI.  
In order for the filter to be enforced, the newly-generated DAML 
class is provided, through the KAoS policy framework, to a 
policy enforcer. A message content policy enforcer uses a 
message content policy guard, to test whether the policy applies 
to each message. This guard was developed using the Java 
Theorem Prover (JTP) developed at Stanford KSL [3]. The 
enforcer provides to the guard the class describing the filter for 
which the policy is defined along with the URIs of the DAML 
ontologies referenced by this filtering class. Subsequently, 
whenever messages being transmitted between the classes of 
agents covered by the policy are detected, the content of those 
messages (also represented in DAML) is given to guard for 
comparison to the message filter class. This test succeeds if the 
message content is inferred to be an instance of the filter class. If 
it is, and the policy is a positive authorization policy, then the 
message passes the filter, and the enforcer permits it to be sent to 
its destination. If the policy is a negative authorization policy and 
the test succeeds, then the message is blocked.  
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3. DYNAMIC TRANSFORMATION OF 
DATA FLOW BETWEEN AGENTS 
Control of information release between agents may involve more 
than just the acceptance or rejection of messages based on 
policies and constraints. It is important, in some cases, to provide 
a mechanism to transparently modify the messages so they can 
satisfy the different policies for delivery in a secure and efficient 
way. Such a capability is especially important in critical scenarios 
such as military coalition operations or specialized sensor 
networks. 
The FlexFeed framework [4] relies on the automatic deployment 
of mobile agents with specialized data transformation capabilities 
to filter data streams so that they can satisfy policy constraints. 
These transformation agents act as policy enforcers that relay the 
data stream to the client agents. The framework is responsible for 
automatically customizing and deploying the agents that will 
constitute the distribution data path (or paths) between one or 
more source and sink agents.  
FlexFeed relies on the NOMADS mobile agent system [5]. The 
use of mobile agents as processing elements is an important 
feature of the FlexFeed framework, providing several additional 
capabilities such as: a) enabling the easy deployment of 
customized transformation code into intermediate nodes, and b) 
supporting the movement of transformation agents between nodes 
while retaining its state and redirecting resources (such as TCP 
connections) as needed. 
The KPAT tool is once again used to express restricted 
communication policies. For example, policies can be used to 
place limits on resolution and/or frame rate for video data. 
Similarly, policies can be used to limit the precision of coordinate 
or other numerical data. In both cases, policies can also introduce 
minimum latencies in order to restrict the degree of liveness of 
data. This last capability is important to handle situations where 
the sensitivity of data is based on the real-time nature of the data. 
Enforcement for these types of policies is handled by 
transformation agents that are dynamically deployed. FlexFeed 
guarantees that the data from the source agent will flow through 
the transformation agent before reaching the destination agent, 
thereby guaranteeing the enforcement of the policy. 
Different transformation agents are associated with different types 
of transformation policies. The enforcement of a particular policy 
might rely on daisy-chaining a number of primitive policy 
enforcement agents. We have implemented a number of such 
transformation agents.  

4. SUMMARY AND FUTURE WORK 
Both the semantic filtering and the dynamic transformation 
components were successfully demonstrated as part of the 
DARPA Coalition Agents Experiment (CoAX). Semantic filtering 
was used to protect sensitive data being transmitted from agents 
belonging to one country to the rest of the coalition members. 
Dynamic transformation was used to reduce the resolution of a 
data feed from a sensor agent that belonged to one country to a 
client agent in another country. 
Policy-based control over data release and data transformation is 
extremely important in situations where multi-agent systems 

encompass more than one entity, administrative domain, 
organization, or country. Incorporation of mechanisms such as 
those described in this paper are essential to providing (human) 
system administrators the control and the confidence to use agent-
based architectures in real-world scenarios. 
We are investigating extending our semantic content filters in 
order to handle more complex restrictions than was possible using 
constraints on individual message properties. In many cases this 
pushes the limits of DAML expressiveness as well as requiring 
extensions to the set of axioms used by JTP in order to test for 
other types of restrictions. For example, in the CoAX domain, it 
would be useful to allow only contact reports where the object 
position is inside a certain region, specified by a set of 
latitude/longitude points. The mathematical relationship between 
a point and a polygonal region cannot be expressed directly in 
DAML. Furthermore, the computation required is best done by 
functional attachment to an axiom, rather than using logical 
inference. We are currently working on ways to bring this kind of 
filtering within the range of the overall policy enforcement 
mechanism.  
We are also working on additional types of transformation agents 
and the corresponding policy editors for KPAT. 
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